
Ransomware: 4 Reasons Email is the #1 Delivery Method

Globally, ransomware caused $20 billion in damages in 2020.1 While there are numerous ways to launch a ransomware attack, 
many methods are complex, time-consuming, and expensive to execute. The fastest and cheapest way to deliver ransomware 
is with the most used communication tool in the world: email. 

1.

It doesn’t take a high level of skill to create a phishing email. 
To create the illusion of legitimacy, hackers mimic a brand’s 
look and feel by using brand images and logos from the 
target brand’s website or Google images.

67% 
of ransomware infections 
were delivered via 
phishing/spam.2

$66
typical cost of a 
ransomware kit.

93%
of successful 
breaches were 
caused by social 
engineering 4

40%
of malware is deployed 
via email attachments.5

2.

For around $66.00 hackers can purchase a ransomware 
kit online, and purchase a monthly subscription for double 
the price. This reduces the level of effort for the hacker and 
makes the attack that much easier to deploy via email.3

3. 4.

Social engineering manipulates victims into divulging 
sensitive information or taking a desired action. Hackers can 
easily find information about employees online, especially 
on social media platforms, to craft the perfect
ransomware email.

Think before you click: Never open attachments 
from unknown senders:

Train your users: Add an additional layer of 
email security:

When ransomware arrives on your business’s doorstep, it will be in an email.
Follow the below tips to protect your business from attack:

Links hidden in attachments download malware at the time 
of click. In other cases, the ransomware download begins 
automatically when the attachment is opened, often via 
macros in Word docs and PDFs or malicious scripts in
.zip files.
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To learn how Vade for M365 can protect your business from ransomware, contact Vade.

Phishing emails are 
easy to create

Ransomware kits are 
cheap

Social engineering 
helps hackers craft the 
perfect email

Email attachments and 
shared files can deliver 
the payload

Scrutinize email addresses 
for unusual characters 
and extensions, and hover 
over links to see the real 
destination of the URL.

The think before you click rule 
also applies to attachments. 
If the sender is suspicious, do 
not open the attachment.

Provide ongoing user 
awareness training, as well 
as post-incident training to 
reinforce cybersecurity best 
practices.

An additional layer of 
email security can provide 
reinforcements. Choose a 
solution that explores URLs, 
attachments, shared files, 
images, and webpages.
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