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EMAIL SECURITY:

A PRIORITY FOR IT MANAGERS

Email is the #1 attack vector for businesses and is the most common method

cybercriminals use to distribute ransomware and other malicious cyberattacks.

In addition, while spam used to be considered a minor nuisance, it is now a
genuine threat that can carry and distribute malicious software.

Vade Secure protects your organization against all email-based risks by using
predictive email defense to stay ahead of attacks. The Vade Secure Gateway
significantly improves your organization’s security while allowing you keep
your existing email environment. The Gateway is installed on your existing
infrastructure and operated by your own teams, providing you with the best
email filter to protect your messages.

SECURE, HIGH-PERFORMANCE MESSAGING

Complete Email Protection

domain hijacking.

Incoming & Outgoing Email Filtering
makes it easy for you to identify Botnet infections.

State-of-the-Art Predictive Filtering

attacks.

Continuous Protection

PREMIUM, 24/7 Telephone Support
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<2 Small system footprint

ff Fast deployment

@ Easy to manage

Defends against all types of email-based attacks, including malware, phishing, spear phishing, and

Detects and classifies non-priority emails, with an automatic one-click unsubscribe feature.

Junk emails are blocked to help you keep your IPs addresses clean, while the centralized dashboard

The filter is updated every few minutes for maximum security and regular automatic updates conti-
nuously provide you with new functions and the best protection.

Premium 24/7 telephone, web, and email support for all customers.

Data sheet

Multilayer analysis and filtering of communication protocols, email content, and attachments. Detects
and blocks attacks before they spread, including both known and unknown malware and polymorphic




VADE SECURE GATEWAY:
LONG-TERM PEACE OF MIND

ﬁ Simple implementation for immediate protection - The solution comes
preconfigured protecting organizations against all email-borne threat.

Increase employee productivity - Graymail filtering improves user
productivity by classifying non-priority emails into separate inboxes using their
personal quarantine. If necessary, they can move messages to the main inbox.

a1 Reduce administration time - The powerful, intuitive management console
P simplifies IT administration. You no longer have to plan backups or set time
aside for updates - it all occurs automatically in the cloud.

Self-learning mode - New user inboxes are automatically added and
configured the first time they receive a legitimate email message.

Evolves with you - The Gateway adapts to your changing needs. There's no
need to add more hardware as the volume of emails increases.

Real-time attack reporting - Get a real-time overview of all attack attempts
against your organization as well as valid, suspect, and rejected messages.
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Decrease email infrastructure costs - The Virtual Gateway allows you to

o

streamline and reduce the overall cost of your email infrastructure.

AVAILABLE AS A VIRTUAL APPLIANCE

Welcome Administrator
(VadeSecure
Gateway

DUTl Configuration | Domains | Users | Statistics || logs | Settings | Customize | System

Working on Administrator

HOME GLOBAL TRAFFIC

s Home |

Inbound Legit. 335502 Legit
Outbound

Messages Nb
Low priority 211747 spam (High)

spam (High) 574478 Spam (Medium)

Outbound
spam (Low)

Spam (Medium) 50696
Spam (Low) 3970 Malwares
Malwares 37556 Total
Bounce 13234

Social 11000

Total 721183

GATEWAY COMPATIBILITY

The Vade Secure Gateway supports Office 365, Exchange, G Suite,
Zimbra, and more.

] Office 365
G Suite

PREDICTIVE DEFENSE:

Block attacks at the
very first attempt
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The Vade Secure filter is the result of years
of extensive research. It uses a heuristic
approach, combined with machine learning
and artificial intelligence, to analyze the
behavior and content of every email
message.

The filter updates automatically in real-
time, based on the day-to-day analysis

of billions of email components. These
technologies provide predictive protection
against known and unknown threats,
including polymorphic malware and zero-
day attacks

Vade Secure Virtual Gateway

Available as an OVA or VHD image, the virtual
appliance is compatible with all leading hypervisors,
including VM-ware and Hyper-V.

Technical requirements:

{:} CPU: 2/4 cores
[::] RAM: 2/8 GB

HDD: 60/500 GB
£% 2 Network Plugs

3| Exchange

&) zimbra
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mailboxes protected
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Vade Secure
www.vadesecure.com
contact@vadesecure.com
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Predictive Email Defense




